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Council Res. 34/7 (Mar. 22, 2017); 2015 Report, at 116 (May 22, 2015); The Right to Privacy in
the Digital Age, Office of the United Nations High Commissioner for Human Rights, U.N. Doc.
A/HRC/27/37, at 119 (Apr. 17, 2013); Freedom of Expression and the Internet, Inter-American
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%" The Right to Privacy in the Digital Age, Office of the United Nations High Commissioner for

Human Rights, U.N. Doc. A/HRC/27/37, at 138 (Apr. 17, 2013) (emphasis added).

% G.A. Res. 71/39, at 15(d) (Nov. 16, 2016) (emphasis added).

% Freedom of Expression and the Internet, Office of the Special Rapporteur for Freedom of
Expression, Inter-American Commission for Human Rights, at 156 (Dec 31, 2013), available at:
https://www.0as.org/en/iachr/expression/docs/reports/2014_04_08_internet_eng%20_web.pdf,

(emphasis added).

402013 Report, at 86 (Apr. 17, 2013) (emphasis added).

*Joint Declaration on Surveillance Programs and Their Impact on Freedom of Expression,
United Nations Special Rapporteur on the Protection and Promotion of the Right to Freedom of

Opinion and Expression; Special Rapporteur for Freedom of Expression of the Inter-American
Commission on Human Rights, available at: https://www.oas.org/en/iachr/expression/
showarticle.asp?artiD=927&I1D=1.
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%2 See R v. Spencer, 2 S.C.R. 212 (June 13, 2014).
% 1d. at 166.
“1d.

% Joined Cases C-293/12 and C-594/12, Digital Rights Ireland Ltd. v. Minister for
Communications, Marine, and Natural Resources, E.C.J. 238 at 62 (Apr. 8, 2014)

%8 See Contradiccion de Tesis, 2012 Mex. S.C. 194, (Oct. 10, 2012).
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*" Rules on obtaining subscriber information, Cybercrime Convention Committee, T-CY(2014),

at 17 (Dec. 3, 2014).
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4.

% Const. Ct., 2010 Hun-Ma 47, 252 (Aug. 28, 2012) (S. Kor.).
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>! Rules on obtaining subscriber information, Cybercrime Convention Committee, T-CY(2014),

at 16 (Dec. 3, 2014).
2.

%3 See 2016 First Semi-Annual Numbers of Communication Data Disclosures and
Communication Metadata Acquisitions, Ministry of Science, ICT and Future Planning
(November 1, 2016), available at: http://www.msip.go.kr/web/msipContents/

contentsView.do?cateld=mssw311&artld=1316113&snsMId=NzM%3D&getServerPort=80&sn.

sLinkUrl=%2Fweb%2FmsipContents%2FsnsView.do&getServerName=www.msip.go.kr.

> Each item of data is “a request for data on a single identifier or other descriptor, for example,

30 days of incoming and outgoing call data in relation to a mobile telephone would be counted

as

one item of data.” Sir Stanley Burton, Report of the Interception Communications Commissioner,

Annual Report for 2015, Interception of Communications Commissioner’s Office, at 9 7.23-
7.24 (Sep. 8, 2016), available at: http://iocco-
uk.info/docs/56850%20HC%20255%201CCO%20Web%200nly.pdf.
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> Jer Rapport d’activité 2015/2016, Commission Nationale de Contrdle des Techniques de
Renseignment, at 65 (Nov., 2016) available at: https://cdn2.nextinpact.com/medias/cnctr-
premier-rapport-annuel-2015-2016.pdf.

% Kyung Sin Park, Communications Surveillance in Korea, Korea University Law Review, Vol.
16-17, May 2015, at 61 - 62 (May, 2015), available at:
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2748318. These estimates are based on
VERIZON, Verizon’s Transparency Report, hitp://transparency.verizon.com/us-data, and
calculated with reference to numbers that major U.S. telecommunications providers provided to
Senator Edward J. Markey in 2012 and 2013. Ed Markey, For Second Year in a Row, Markey
Investigation Reveals More Than One Million Requests By Law Enforcement for Americans
Mobile Phone Data, ED MARKEY (Dec. 9, 2013), http://www.markey.senate.gov/news/press-
releases/for-second-year-in-a-row-markey-investigation-reveals-more-than-one-million-requests-
by-law-enforcement-for-americans-mobile-phone-data; Ed Markey, Markey: Law Enforcement
Collecting Information on Millions of Americans from Mobile Phone Carriers, ED MARKEY
(July. 9, 2012), http://www.markey.senate.gov/news/press-releases/markey-law-enforcement-
collecting-information-on-millions-of-americans-from-mobile-phone-carriers.

> Response to Request for General Information from Canadian Wireless Telecommunications
Association, Office of the Privacy Commissioner of Canada, at 3 (Dec. 14, 2011), available at:
https://www.priv.gc.ca/media/1103/let_gowling_e.pdf.

%8 See R v. Spencer, 2 S.C.R. 212 at 249 (June 13, 2014).
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%9 canada Criminal Code § 487.018, RSC 1985, ¢ C-46

% See e.g. Personal Identification Protection and Electronic Documents Act, Case Summary
#2001-22, available at: https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/
investigations-into-businesses/2001/pipeda-2001-022/; Personal Identification Protection and
Electronic Documents Act, Case Summary #2003-184, available at: https://www.priv.gc.ca/
en/opc-actions-and-decisions/investigations/investigations-into-businesses/2003/pipeda-2003-
184/; Personal Identification Protection and Electronic Documents Act, Case Summary #2003-
204, available at: https://www.priv.gc.ca/en/opc-actions-and-decisions/investigations/
investigations-into-businesses/2003/pipeda-2003-204/.
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